
JOB DESCRIPTION

ICT SECURITY SPECIALIST 

• Deterring, protecting, detecting, responding, 
and recovering from security threats

• Advising, supporting, informing, and 
providing training and security awareness

• Taking direct action on all or part of a 
network or system

• To monitor, protect, and defend computer 
systems and networks from cyber-attack, 
viruses, and data leaks

ICT security specialists are like digital 
bodyguards; they fight off hackers and viruses Career

Implementing ICT security policy and procedures 
to ensure the safety of data systems 

PASSION
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ICT SECURITY SPECIALIST

• Protect systems by setting rules for what 
people can access

• Keep systems safe by setting up and updating 
security tools

• Determine security violations and inefficiencies
• Strong at conceptual design with a good eye 

for visual presentation; regularly performing 
system audits

• Capable of improving systems security by 
applying and maintaining security controls

• Good communication skills
• Familiar with AI tools and eager to explore 

how they can be used effectively within the 
role

KNOWLEDGE & SKILLS

• Tertiary level of education in ICT
• Experience in relevant information 

security
• Industry-related qualifications and 

certifications in information security

QUALIFICATIONS
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